BHHMATENEHO HYKHO H3YUHTh €ro, TMpexXIe YeM
3arpy’xaTh Ha CBOE YCTPOMHCTBO.

9. IMepeX WCIONL3OBAHHEM HOCHTENA HH(QOpPMALMH
(CD-auck, USB Flash u T. 1.) DpOBEpPATH €10 Ha HANHIHC
BPEOHOCHBIX TPOTPaMM.

10. He BepuTh BCEMY, 4TO IMIIYT B COOOMICHHSAX.
SMS-coobmenns MoryT ObITh BecbMa pa3Hoo0pasHsl,
[O3TOMY CTOHT KDHTHYECKH OTHOCHTBCA X TaKMM
CcOO0ODICHHAM H HE CIEIIUTh BEIMOIHATE TO, O Y€M IIPOCAT.
Jlyume mNO3BOHHTL OMEPATOPY CBA3M, Y3HaTh, Kakad
CyMMa CIHIIETCA €O CcYeTa 0OpH OTIpaBKe SMS-
cooDUICHUS WM 3BOHKA HA yKasaHHLIA HOMep, 3aTeM
coOBIMTE O MpUIeei Ha Bam Tefedon HHpOPMALHK.
Oneparop ONpEENHT TOTO0, KTo OTNpapser 3T SMS, u
3a6NOKHPYET €ro aKKayHT.

11. He seputs B nerkuit 3apadotok. Jletd B NMOMCKAX
3apaGoTKa MOTYT GBITh OueHDb HAaHBHEIL. [Ipeaynpenyte KX,
YTO MOpAJOYHbI paGoTonareNh HHKOrAa He IOMPOCHT
TIepeBECTH IEHLTH Nepe OOpMICHHEM Ha padoTy.

3a npepnoxkeHHeM INerkoro 3apafoTka B MHTEpHETe,
MOMKET CKpPBIBATBCA CKIIOHEHHE HECOBEPIICHHONIETHHX K
OpecTYNHON  meATeNbHOCTH.  HecoBepiieHHONETHEO
peozAT B 3afnyxjeHue OyTeM obem@Hus NEHEKHBIX
BO3HArPaXICHNIL, 2 HePE/IKO Iy TEM 3alTyTMBAHMA H YTPO3,
TeM CamBIM BOBNEKAdA B COBEpLIEHHE NPECTYILIEHHH.

«/Iponnep» — Y4YaCTHAK MOIUICHHWYCCKHX  CXCM,
NOACTABHOE (U3HYECKOe JMUO, ofopmuBIIee Ha ceba
GaHKOBCKHI cYeT WiM KapTy Oe3 Lead peanbHOro
yrnpaenends (UHAHCAMH, TepejaBmee HX TPETHUM
NHIAM, KOTODHle COBEPINAIOT M0 HEed HEe3aKOHHbIC
¢uHAHCOBEIE ONEPALIHH.

Hanpumep, Ha KapTy Hpommiepa OOMaHyThle JIOAH
MepeBOAAT CPEACTBA HA TAK HaspiBacMble «belonacHsie
cyeTay, a 3aTeM OH [OJUKEeH MEPEBECTH OEHBTH APYTOMY
yesoBeKy NHO0 CHATH UX.

C 05.07.2025 ycTaHOBIEHA YIoJIOBHAA OTBETCTBEHHOCTE
JUIA JHII, TPeAOCTARIAIONMX CBOM OaHKOBCKHE KapThl H
DEKBHM3MTH B ILENAX OCYMIECTBIEHWS HE3aKOHHBIX

dumancopsix omepamuii  (apormepos) (cr. 187
VronoBHOro kogexca Poccuiickoilt ®enepariuu).

JIpyrHe HOBOBBEAEHHA HANPABIEHE! [IPOTHB HE3aKOHHOIO
06opoTa CHM-KApT H YHMETHBIX [AHHBIX ML JOCTYNa K
akkaynTaM (ct. 274.3, 274.4, 275.5 YronoBHOro Kojexkca
Poccuiickoit Oeaeparuu).

C 01.09.2025 yronopHas OTBETCTREHHOCTh Oyner
HACTYMATh:

32  He3aKOHHOE  HCNO/Nb30BaHWE  abOHEHTCKOro
TepMHHana nponmycka Tpapuka Wi BHpTYalhHOH
TenedoHHON CTAHLIMH,

32 OpraHM3auiio  JEATENBHOCTA M0  Tmepejade
abOHEHTCKMX HOMEpPOB C HapymeHuem Tpebosanui
3aKOHOJATENBCTRA, B TOM YHCIE 33 YydacTHe B TaKoH
ReATeNLHOCTH;

32 OpraMM3auMio  JEATENBHOCTH TIO  Tepepaie
undopmarmy, HeoOxoauMod 1A  PETHCTPALMHM  HITH
ABTOPM3ALIMM MONB30BaTENA MHTEpHeTa WIA TONTY4EHHA
JOCTyTA K dyHKUHOHANBHBIM BO3MOMKHOCTAM
MH(OPMALMOHHOTO pecypca, B TOM HMC/€ 33 y4acTne B
TaKoH AeATENbHOCTH.

Mpexne 4YeM NPHHATL Jil00oe pemeHue
mocoBeTyliTech ¢ PpOAHBIMH H OJM3KHMH,
nposepbTe uH}popMalHIO, obaymaiire
mocaeACTBHS H BCe BADHAHTHI Pa3BHTHA
co0LITHIA.

Byaste 6aureasnb! He paiite cebst
o0ManyTh!

B cayuae, ecin Bl miid Bamu
POACTBEHHHKH CTAJIH )KEPTBOH MOIICHHHKOB,
€pouHO 06paTUTECH B NOJHIHIO N0 TeJaedoHy

«102».

NMPOKYPATYPA
APXAHT'EJHLCKOM OBJACTU H
HEHEIIKOI'O ABTOHOMHOI'O
OKPYTA

IHamsaTka
KaK 3aIIUTHTH pe0eHKa OT
KnOepnpecTynHOCTH

I. ApXaHrenbeK
2025 rog



HecoBepmeHHONETHHUIL, pasMelias B WHPOPMAUMOHHO-
TeleKOMMYHHKaLMOHHOM cetd «HHTepHeT» MH(OpMAIHIO
o cefe, BCTYIas B MEPENHCKY € HE3HAKOMBIMHA JIONbMH,
MpocMATpUBas 3aNpelieHHbI KOHTEHT, MOIBEpracTCs
PHCKY CTaTh JKepTBO# HIH COY4aCTHHKOM MpecTYIUICHHIL.

B cBa3M c 4eM, peGCHOK NOMKEH 3HATh O MpaBHIAX
Ge30nacHOCTH HOBEAECHHA B HHPOPMAIIHOHHO-
TeIeKOMMYHUKaUMORHON cetr «HHTepHeTy, cobmonenue
KOTOPRIX MO3BOJIMT HE CTaTh HKEPTBOH HIH COY4aCTHHKOM

npecTyIUIeHHIi.
OcHOBHbIE cXembl o6maHa:

B3INaMblBAHHE  AKKAYHTOB  HECOBEPIIEHHONETHHX W
CO3/[aHHE 3MOYMBIILICHHAKAMU «(efKOBEIX» HHTEPHET-
CTpaHHII, MOCPEACTBOM KOTOPHIX MPOMCXOAMT OOMIeHHUe ¢
npyssAMH feTcH W yOexneHHe TNEpPeBECTH NEHEKHBIE
CpencTBa Ha TONKOHTPOJbHbIE —GaHKOBCKHME — CHeTa.
MDelikoBbIE  @KKAYHTH  CO3JAOTCA B PadIM4HBIX
MH(OpMaLHOHHBIX pecypcax - «BKoHTaKTE»,
«Tenerpammy»;

NoNy4eHHe, B TOM HHMCHE B Pe3ybTaTe B3JOMA CTPaHHL
COUMAMBHBIX  CeTeil  JWUHYI0  MHpoOpMalMi0 MM
dororpaduu, B TOM YMCIE MHTHMHOIC CONEPXKAHUA, H
BEIMOTATENECTBO JAEHEXHEIX CPEACTB MOA Yrpo3od HX
pacnpocTpaHeHus JpY3bsM, 3HAKOMBIM WIH
POACTBEHHUMKAM;

pasMellleHHe Ha caifTax OHIAHH-TOPrOBNH  JIOWKHBIX
o0BsBIEHKI 0 MpoJake TOBAapOB H MONYHYCHHE 38 HHX
NPENIONIATL, NEpeiada HECOBEPLICHHONCTHEMY CCBLIKH,
MCHONB30BAHME KOTOPOH [(PENOCTABIACT YIANEHHbI
JOCTYN K MUATeXHbIM CPECTBaM, KGO nepexon mo Heit
GO3/13ET BO3MOKHOCTD UL CITHCAHHA ICHEAHBIX CPEICTB CO
cueros peGeHKa HITH €T0 POMTENEH;

cosgaEue «pUMIHHTOBIX»  (NOIIENBHBIX)  TOPTOBBIX
IUIOMIAJOK, BH3YATBHO CXOXKHX C PeaNbHBIMH - «ABHTOY,
«Ona» # T.NM., CAE MOUIEHHHKH CKIOHAIOT IOAPOCTKA
nepedTm Ha  (MIUMHTOBYIO  CTpaHully, TpHUBA3ATEH
GaHKOBCKYIO KAPTY M BBECTH JIOTHH M NapOJib;

3apaboToK Ha OHpixe, BAOKEHHE B HHBECTHIHH (obemanue
6BICTPOro AOX0a MPH MHHAMANBHBIX BJIOXEHHAX);

OHJIai{H-HTPBI, B KOTOPEIX MOXKHO BCTPETHTE NPejUIONKEHHsA
0 TOKYIKE HIPOBBIX MPEAMETOR 33 [JEHEKHBIC CPEICTBA.
PeGeHKY Takke MOTYT IPHCHATh COOOIUieHHe, 9TO OH
BHIMIPa MPH3, HO, 9TOOEI MOMYUHTE €ro, Hy/KHO 3aILIaTHTh.
MoryT NONPOCKHTH NOATBEPAHTE ONpE/IeNeHHbIe eACTBHA C
Tenedpona popuTened WM coofmMTE KOX C HETBIO
PErHCTPALMH WIH YUaCTHS B PO3LITPHIILE WITH OIPOCE;

HanpaBlieHWe COOOmEHHH OT MMERW PONCTBCHHHKOB,
3HAKOMBIX ¢ NPOCLGOH MEPEUHCITHTS NEHEKHBIE CPEACTBA B
HONT M T.IL;

COBEpUIEHHE 3/IOYMBIIIICHRAKAaMH 3BOHKOB OT HMMEHH
COTPY/IHHKOB IPABOOXPAHHTENBHBIX OPTaHOB, HaMpHMep,
coofwenne o6 ydacTHM POACTBEHHHKOB B JIOPOXKHO-
TPaHCIIOPTHBIX MPOHCIICCTBHAX H O HEOOXOMHMOCTH
mepefaul  [CHEKHBIX CPCACTB JUIA  3ariakHBaHHA
MOpanBHOTO Bpeia mepefl MHbIMK yqacTaukamu JITIT wiu
CPOYHOTO OKA3aHWA MEIHIMHCKOH MOMOLIH;

cooDIeHHe NOTEPHEBIIHM 0 HEOOXOMHMOCTH yJacTHA B
TPOTHBOACHCTBHH npecTynHOH JeATeIsHOCTH,
BBICKA3BIBAHHA YIPO3 [pPHMBIEYEHHS K  YTONOBHOMN
OTBETCTBEHHOCTH 33 CIOHCHPOBAHHE TEPPOPHCTOB, HA
cYera KOTOPHIX AKOOLI ObUTH NepeBeaCHE! JCHEIH;

cOOBIIEHHE NOTEpIeBIIEMY O B3IOMe JIHYHOTO kabukeTa B
aNmeKTpoHHBIX  pecypcax  («Tocycmyrm», —«CGepGaHk
OHNAH» H T.1.) ¥ HEOGXOAUMOCTH B CBA3M C 3THM EPEBOMIA
JEHSKHBIX CPECTB Ha CUET TPETLErO JIHLLA;

coolImeHue noTeprneRLIeMy 10 TeledoHy, B Nepelmcke B
MecCeH/DKepaX O TMOMBITKAX HEYCTAHOBIEHHBIX JIMIL
TOJyYHTH KPEAUT HA MMS IIOTEPIEBIIEro, HEOOXOMUMOCTH
opOpMUTE  3EPKAILHYIO» 3aiBKY WIM ICPEBECTH
JEeHeXHEIE CPEACTBA HA «6e30NacHBIE» CHETa.

OcuoBHoe npaBwio 0e30mMacHOCTH, KOTOpoe
JOIDKHEI 3HAaTh feTH: B 00O HenpemBHICHHOH
cUTyauuu HeOOXOJMMO MOCOBETOBATHCA C PONHTENAMH
(3aKOHHBIMH TIPEACTABHTENAMH) WIH CO B3POCTBIM,
KOTOpoMy peGeHOK NOBEPAET.

Yro6bl HE CTATh KEPTBAMH MOLUEHHHKOB, ClefyeT
NPHAEPKUBATHLCA CICAYIOMHX COBETOB!

1. Beerma NepenpoBepaTh MONMy4€HHYIO
uH(OpMAIHIO, KOTOPYIO COODIIAIOT 310YMBIILTEHHHKHA —
NEpPE3BOHATD POJCTBEHHHKAM MO0 Ha FOPAYYIO JIHHUIO
Ganxa, MTHOO B ASKYPHYI0 4acTh OpraHOB IONHULAH,
MPHEMHYIO FOCY/IapPCTBEHHOTO OpraHa M T.IL.

2. He coobmaii mepconansabie gantbie (PHO, nara
pOKIEHHs, AOMAIUHMIA anpec, NAcHOPTHBE [AAHHBIC,
HOMepa TeneOHOB H PEKBH3UTOB GaHKOBCKMX KapT,
NapoJH) B MEPEeNnuCKaX, KOMMEHTapHAX, OHNaiH-HIpax.
He octapnarh reoMerkd nox doro, 0O HHM
3IOYMBIILIEHHAKH JIETKO Y3HAIOT, /€ KHBCT H YUHTCA
pebeHoK.

3. He coobmali HuMKkOMY peKBH3HThl Bamiei
6aHKoBckoi xapThl. Hu ofHa opraHu3auis, BKIHOYad
Gamk, He MMeeT mnpaso TpeGoBaTh MaHHble BaleH
WIacTHKOBOH KapTel. YTo6hl MPOBEPHTH MOCTYMHBIIYIO
udopmatio O  GUOKHMpoBaHMH  KapThl, —CIEHyeT
NO3BOHKTh B KIHMEHTCKYIO CayxOy NOMmepkKH OaHka.
Ckopee BCETo, BaM OTBETAT, 9TO HUKAkuX cboes Ha
cepBepe He MNPOKCXOAMNO, a Balla KapTa MpOAOINKAET
obcmyxuBaTHCH GaHKoOM.

4. TlepenpoBepsATh HH(POPMALMIO O MOMOIIH APY3bAM
Wiy poacTBeHHUKAM, Ec/H momy4und coobIIeH#He O TOM,
YTO POACTBEHHHUK ITona B 6e/1y, Hy)XHO OEPE3BOHATE EMY
H mepenposeps HEpopMmanmio. Hukoraa He nepeBoauTe
JICHBTH, €C¥ 06 3TOM MPOCHT 3HAKOMEIA B COLHATLHOH
CeTH, BO3MOXHO MOIICHHHKH B3JIOMANTH €ro AaKKayHT.
Chavana HeoOXOAMMO CBA3ATECHA C 3THM HYEJIOBEKOM M
Y3HaTh, ACHCTBHTENEHO JIH MY HY)KHB! ACHBTH.

S. YCTaHOBHTE CaMO3anpeT Ha Bbadyy KpeIuToB, B
TOM YHC/IC B THYHOM KaGuHeTe Ha mopTaie «locycmyriy.

6. He nepexoauth no ccbUikaM Ha MHTepuer-calTL.
IMposepsth CCBUIKY (MOOYKBEHHO) Ha COOTBETCTBHE
ouumansHoMy caiiTy. CKONHpOBaTh CCHUIKY U BCTABHTh
B mouckosuke (fAmmexc, Google M T. A.), NPOYHTATh
KOMMEHTApHH.

7. He mokynath TOBapsl B HHTepPHET-MarasHHaX IO
JaHHKEeHHOH CTOMMOCTH, YacTo 3a Takue TOBaphl
TpebyeTcs BHECTH NPeAOILIATy, OHAKO TOBAP Bh MOKETE
He [OMy4HTh.

3. CkausBaTe TMPWIOKEHHA C OOHIEANBHBIX
pcToydukoB. He A0BepATh CTOPOHHHM [IPHIOMKEHHAM.
Ecmm BCE-TaK# BO3HHKAET He0GX0AUMOCTE
HCHOJL30BaHKA CTOPOHHHX MPHIOKEHHH, TO
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